NudopmanmoHHasi naMATKA JAJIs 00y4aAOMIMXCH J1JIsI
pasmenieHuss Ha opuuuaabHbIX UHTEpHET-pecypcax

C Ka)XABbIM TOZOM MOJIOJIEKHU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, A IKOJIbHUKU
OJIHM M3 CaMbIX aKTMBHBIX NOJIb30BaTenen Pynera. Mexay teM, MOMUMO
OTPOMHOI0 KOJIMYECTBA BO3ZMOXKHOCTEMN, HHTEPHET HECET U MPOOJIEMBI. JTa
namsiTKa JOJDKHA MOMOYb Te0e 6e301acHO HaXOUThCS B CETH.

KoMmbroTepHsie BUPYCBI

KoMIIbroTEpHBII BUPYC - 3TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOTPaAMM,
OTJIMYUTEIBHON OCOOEHHOCTBHIO KOTOPOU SIBISIETCS] CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosHeHne K 3ToMy, BUPYCBI MOTYT IOBPEIUTDH UJIU TIOJHOCTBIO YHUYTOXHUTh
Bce (ailiibl ¥ JaHHBIE, IOJKOHTPOJIbHBIE MOJIb30BATEIN0, OT UMEHU KOTOPOIo Oblia
3alylieHa 3apaXeHHasl IporpaMma, a TakKe MOBPEAUTh WIH JaXKe YHUUTOXKHUTh
OIEPaIMOHHYIO CUCTEMY CO BCEMU (pailiiaMu B 11esioM. B OonblInHCTBE cilyyaeB
PaCIPOCTPAHSIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTobl 3a1UThI OT BPEIOHOCHBIX MPOrPAMM:

1. Ucnionb3yil COBpEMEHHbIE ONEPALIMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX POTPaMM;

2. IlocTostHHO ycTaHABIMBAM MOYTH (LU(PPOBBIE 3aIJIATKU, KOTOPbIE
aBTOMATUYECKU YCTAHABIMBAIOTCA C LIETBIO JOPAOOTKU MTPOTrpaMMBbl) U APYTHE
OOHOBJIEHUS CBOEH onepalnoHHON cucTeMbl. CkaunuBail UX TOJBKO C
oduimanpHoro caira pazpadorunka OC. Ecnu cyiiecTByeT pesxkum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. PaboTaii Ha cBOeM KOMIIBIOTEPE TI0]T ITpaBaMU TMOJIb30BATENS, a HE
aJIMUHUCTPATOPA. ITO HE MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOTpaMM
WHCTAJUINPOBATHCS HA TBOEM IIEPCOHATIBLHOM KOMIIBIOTEPE;

4. Vcnionp3yil aHTUBUPYCHBIE IPOTPAMMHBIE IPOAYKTHI H3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3MYECKUN JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnionb3yil BHEIIHUE HOCUTENU UH(OPMAIINK, TAKKE KaK (uiel-KapTa, JUCK
WM (ailn U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX NCTOYHHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (Pailiibl, MOJYyYEHHBIE U3 HEHAJACKHBIX
MCTOYHUKOB. Jlaxke Te (aiiibl, KOTOpbIe MpUcaal TBOW 3HAKOMBIN. Jlyumie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 370 He BuJ iepeiaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIh OPeH]I,
mapka. Emie B 1991 rony Hunepianackas KOMIaHus 3aperucTpupoBaia OpeHs
«WECA, uto o603Hauano cioBocoueranue « Wireless Fidelity», koTopsrit
NEPEBOIUTCS KaK «O0eCIIPOBOAHASI TOUHOCTD.

Jlo Hamiero BpeMeHHU Jo11Ia apyras ab0peBuarypa, KoTopas siBIsieTcs TaKOH ke
TexHosoruen. 9to abopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObLJIO TaHO C HAMEKOM
Ha CTaHAapT BbICHIMI 3ByKoBOM TexHukU Hi-Fi, yTo B mepeBoje o3Hauaer
«BBICOKAsI TOYHOCTH).



Ja, OecrinaTHBIM MHTEPHET-AO0CTYN B Kae, OTENSIX U adpoIopTax sSBIsSETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0J1a B UHTepHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT,
gyT0 obmeaoctynubsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeThl 110 6€30I1aCHOCTH paboTe B 00IIEIOCTYIHBIX ceTsXx Wi-fi:

1. He nepenapaii cBoro JinuHyto uHbOpMaluio depes oodmenocrynabie Wi-Fi cetu.
PaGoTas B HUX, *enaTebHO HE BBOAUTH MapOiIH IOCTYIIA, JOTUHBI U KAKUE-TO
HOMeEpa;

2. Ucnonb3yit 1 OOHOBIISN aHTUBUPYCHBIE IPOrpaMMBbI U Opanamayep. Tem cambiM
ThI 00€30MaCHUIITh CeOsI OT 3aKaYKH BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun dynkiuio «O0muit noctyn K daiinam u
npuHTepam». J[aHHas QYHKINS 3aKPBITA TT0 YMOIYAHHIO, OJTHAKO HEKOTOPHIE
M0JIb30BATEIM aKTUBUPYIOT €€ /I y100CTBa UCIIOIb30BaHMS B paboTe Wi y4ueoe;
4. He ucnonw3yit nyonuunsiidi WI-FI 115 nepenaun TMUHBIX JaHHBIX, HATPUMED
JUTSI BBIXO/Ia B COLMATIbHBIE CETH UITU B JIEKTPOHHYIO TIOUTY;

5. Wcnonw3yit Tosibko 3amuineHHoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e.
pu Habope BeO-azipeca BBOAN UMEHHO «https://»;

6. B MmoOuisHOM Tenedone otkimoun GyHkiuio «Iloakmouenue k Wi-Fi
aBTomMaTudeckmn». He momyckait aBTOMaTHYECKOTO TOJIKJIFOUEHHS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CommaapHEIE CETH

CoruanabHbIC CETH aKTHBHO BXOJAT B HAITY KU3Hb, MHOTHE JIFOIH PA0OTAIOT U
YKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBan Munapa 4eIoBexk,
qTO SIBJISICTCSI OMHOM CEIbMOM BCEX JKUTENICH IIaHeThl. MHOTHE MOJIL30BaTEIN HE
MOHUMAIOT, YTO WH(MOPMAITHS, pa3MEIICHHAS UMHU B COIIMATBHBIX CETSIX, MOXKET
OBITH HaliJIcHA M MCTIOJB30BaHa KEM YTOJHO, B TOM YHCJIE HE 005S3aTEeIIbHO C
0JIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpanuub CUCOK Jpy3eil. Y Te0s B IPY3bsiX HE TOJDKHO OBITH CITy4allHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammInaii CBOO YacTHYIO *U3Hb. He yka3biBail maposu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJICHUS U APYTYIO JTUYHYIO HH(OpMAIUIO. 3I0yMBIIIIICHHUKA
MOTYT MCIIOJIb30BaTh Jake MH(DOPMAIUIO O TOM, KaK Thl U TBOU POJIUTEIH
IJTAHUPYETE TIPOBECTH KAaHUKYIIBI;

3. 3amuiiaii CBOIO PEIyTaIHIO - IEP)KHU €€ B YUCTOTE U 3a/1aBaii cebe BOIpoc:
XO0TeJ OBl ThI, YTOOBI IPyTHE MOJIH30BATEHM BUACIH, YTO ThI 3arpy’Kaciib?
[Toxymaii, IpeskJie YeM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3aTrPy3UTh;

4. Ecnu Tl TOBOPHILB C JIFOJBMU, KOTOPBIX HE 3HACUIb, HE UCIIOIb3YH CBOE
peaabHOE UMl M IPYTYIO JIMYHYIO HH(POPMAIIUN: UMSI, MECTO JKHTEIIbCTBA, MECTO
y4eObl U poyee;

5. N36eraii pazmemienus hororpaduii B UnTepHeTe, T11e Thl n300pakeH Ha
MECTHOCTH, IO KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIOIOKECHHE;

6. [Ipu peructparyu B COIMAIBHON CETH HEOOXOIMMO MCTIOIB30BaTh CII0KHBIC
MapoJIu, COCTOSIINE U3 OYKB U ITUGP U C KOJUYSCTBOM 3HAKOB HE MEHee §;



7. A7t coumanbHOM CeTH, MOYThI U APYTUX CAUTOB HEOOXOAUMO UCIOJIb30BATh
passble napoau. Torna ecnu Te0st B3IOMAIOT, TO 3JI0YMBIIIUIEHHUKH TIOJTy4aT
JOCTYT TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

DIEKTPOHHBIE IEHBI U

DNeKTpOHHBIE JEHBI'M — 3TO OYEHb YAOOHBIN coco0 miaTexei, 0JJHaKo
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

DNEeKTPOHHBIC JICHBI'U MOSBUINCH COBCEM HEABHO U UMEHHO M3-3a 3TOr0 BO
MHOTHX TOCyAapCTBax J0 CUX MOP HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccun e orr QyHKITMOHUPYIOT U O HUX YK€ MPOTHCAHO B 3aKOHE, TJIE UX
pa3iesaoT Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHMMHBIE. Pa3Huna B ToM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi IPOBOAUTH ONepaiuu 06e3
UAeHTU(UKAIINY TTOJI30BaTENIs, @ B HEAHOHUMHBIX UACHTU(UKAIINH TTOJIh30BaTEIIS
SIBIISIETCS] 0053aTEIHLHOM.

Taxoke ciaemyeT pa3inuyarh 3JIEKTPOHHbIE (DUATHBIE ACHBIH (PaBHBI
roCyIapCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbIC He()UATHBIE ICHBIU (HE paBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AICKTPOHHBIMU JICHbIAMU:

1. [IpuBsku K cueTy MOOMJIBHBIN TenedoH. ITO caMblil yI0OHBINA U OBICTPHIA
CII0CO0 BOCCTAaHOBUTH JIOCTYM K cueTy. [IpuBsizanHbIN TeIePOH MOMOXKET, €CITU
3a0y/ielllb CBOM IJIATEXKHBIMA NAPOJIb WK 3aiEIIb HA CAUT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonbe3yit ogHOpa3oBeie apoiu. [locie nmepexosa Ha yCUIEHHYIO
aBTOPU3ALMIO T€OE yKe HE OYJEeT YrpoKaTh OMACHOCTh KPayKU I TIEpeXBaTa
IJIaTEKHOTO MapOJIs;

3. BriGepu cnoxHbIN mapois. [IpecTynHrukam OyneT He MPOCTO yrajaaTh CIOMKHBIN
napoiib. HagexxHble mapojam — 3To MapoJid, KOTOPbIE COAEPKAT HE MEHEe 8§ 3HAKOB
U BKJIIOYAIOT B C€0sl CTPOYHBIE U TIPOTMUCHBIE OYKBBI, IU(PBI K HECKOJIBKO
CHUMBOJIOB, TaKH€ KaK 3HaK JoJi1apa, (pyHTa, BOCKIUIATEIHHBINA 3HAK U T.I.
Hanpumep, StROng!;;

4. He BBO/IM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIIb.
DNeKTpOHHAs TOHTA

DNEeKTPOHHAS TIOYTAa — 3TO TEXHOJOTHUS U MPEIOCTABISIEMBIE €0 YCIYTHU 10
NEPECHUIKE U MOJIYYEHHUIO AIEKTPOHHBIX COOOILIEHU, KOTOPbIE pACTIPEIEIISIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIAT
cienyrouuM o0pa3oM: UMs_TOJIb30BaTesI(@uUMsl_ToMeHa. Taxke KpoMe repeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh TIE€peiaBaTh (pailibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C AIEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh MpaBUIIbHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIIM
BBIOOp O€CIUIaTHBIX TTOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE IOBEPATH TEM, KOT'O
3HACIIb U KTO MEPBBIM B PEUTHUHTE;

2. He yka3biBaii B iuuHOM nouTe uuHyto nHpopmaruto. Hampumep, sydre
BbIOpaTh «My3bIKaJIbHBIN _(paHat@» mim «pok2013» BmecTo «remal3y;

3. Mcnosnb3yil ABYX3TAHYIO aBTOPU3AIMIO. DTO KOT/1a IOMUMO MapoJsl Hy>KHO
BBOJIUTH KOJI, NpUChUIaeMblil 1o SMS;



4. BeiOepu COXKHBIN Maposib. st KaX10ro MOYTOBOIO AIIMKA JIOJKEH ObITh CBOM
HAJICKHbIM, YCTOMUYMUBBIN K B3JIOMY I1apOJib;

5. Eciu ecTh BO3MOKHOCTD HAIIMCATh CAMOMY CBOM JIMYHBIN BOIPOC, UCIIOIB3YH
3Ty BO3MOYXKHOCTb;

6. Mcrnonp3yil HECKOIBKO MOUYTOBBIX SIIIUKOB. [IepBBIi 1151 4aCTHOW MEPENUCKU C
azpecaTaMiy, KOTOPBIM Thl JOBEPSECIIb. DTO 3JIEKTPOHHBIN aIpeEC HE HAO
UCIOJIb30BaTh NPU PETUCTPALIMU Ha POpyMax  caiTax;

7. He oTkpbIBaii (aiiisl U Apyrue BIOKEHHUS B MHUCbMAaX Ja)Ke €CIIM OHU MPUILLITH
OT TBOMX Jipy3ei. JIyule yTouHu y HUX, OTIIPABIISUIN JIM OHHU TeOe 3TU (ailibl;

8. ITociie okoHYaHUs pabOTHI HA TOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKIIAJIKH C
caiiToM He 3a0y/Jlb HaKaTh Ha «BeIATHY.

KuGepOymauHr uinm BUPTyaIbHOE U3IE€BATEIBCTBO

KuGepOymiuHr — npecieoBaHue COOOIEHUSIME, COACPKAIIMMU OCKOPOIEHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TIOMOIIIBIO
Pa3IMYHBIX HUHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITUHTOM:

1. He Opocatics B 60ii. JIydinii crioco0: MOCOBETOBAThCS KaK ce0st BECTH U, €CIIN
HET TOT0, K KOMY MOXXHO O0OpaTUThCs, TO BHAYaJIe YCIIOKOUThCS. Eciii Thl HAaUHEIIIb
OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ilie O0IbIIE PA30KIKEILb
KOH(JIUKT;

2. Yupasnsii cBoel kubeppernyTauuei;

3. AHOHUMHOCTB B ce€TH MHUMas1. CylIeCTBYIOT CIOCOOBI BBIICHUTD, KTO CTOMUT 32
AHOHHMHBIM AKKayHTOM;

4. He cTouT BecTU XyJUTaHCKUWA 00pa3 BUPTYyaIbHOU ku3HU. IHTEpHET
(buKcUpyeT BCe TBOM ICUCTBUS U COXPAHSIET UX. Y JAJIUTh UX OyAET KpailHe
3aTPYAHUTEIBHO;

5. Cobnronait CBOM BUPTYaIbHYIO Y€CTh CMOJIONY;

6. UrHopupyit emmHNYHBIN HeraTHB. OHOPA30BbIe OCKOPOUTEIBHBIC COOOIICHNUS
Jy4iie urHopupoBatb. OOBIYHO arpeccus MpeKpaiaeTcs Ha Ha4aabHOW CTaInu;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMHU, B
COLIMAJIBHBIX CETAX €CTh BOZMOXKHOCTh OJIOKMPOBKU OTIPABKH COOOIICHUM €
OIIPENIECIICHHBIX aJPECOB;

8. Ecnu TbI cBUAETENb KNOEPOYIIMHTa. TBOM AEMCTBUS: BHICTYIIUTH POTUB
IpecIea0BaTeNs, IOKa3aTh EMY, UTO €r0 JICHCTBHS OLIECHUBAIOTCS HETaTUBHO,
MOJJIEPKATh JKEPTBY, KOTOPOU HyHa NICUXOJOTUYECKas TOMOIIb, COOOIIUTh
B3pOCJBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

Moo6unbHbIN TenehoH

CoBpemeHHbIe cMapTHOHBI U TUTAHIIETHI COJIEpKaT B ce0e BIOJIHE B3POCIIbIN
(GyHKUIHMOHAJ, U TeNeph OHU MOTYT KOHKYPHUPOBATh CO CTAlMOHAPHBIMU
KoMnbroTepamu. OHaKO, CPENICTB 3ALUTHI JJIs MOT0OHBIX YCTPOMCTB MOKA OUYEHb
Masio. TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX ITPOMCXOINT HE TAK
MHTEeHCUBHO, Kak s [1K, To ke camoe kacaeTcss U MOOMIIBHBIX MPHIIOKEHUM.



CoBpeMeHHbIe MOOUJIbHBIE Opay3epbl yKe MPAKTUYECKH JIOTHAJIM HACTOJIbHbBIE
aHaJIOru, OJJHAKO paciiMpeHue GyHKIHOHANA BIEYET 32 COOOU 0OJIbIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIECHHOCTb.

Jlanexo He BCe MPOU3BOUTEIM BIITYCKAIOT OOHOBIIEHUS, 3aKPbIBAIOIIIHE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /IJIs1 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

1. Huuero He siBIsieTCS MO-HACTOSIIIIEMY OeCIUTaTHBIM. byib 0CTOpOKEH, BEIh
Korja Tebe mpeIaraoT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IJIATHBIE YCIYTH;

2. dymaii, npexzae ueM oTnpaBuTh SMS, (hoTo ninu Buaeo. Thl TOYHO 3HAEIIb, Te
OHHU OYJyT B KOHEYHOM UTOTE?

3. HeoO6xoammo 0OHOBIIATH OTIEPAITMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Ucnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIsl MOOMIIBHBIX TesIe(h)OHOB,;

5. He 3arpy»aii npuito:KeHus1 OT HEU3BECTHOTO UCTOUYHHKA, BEIb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;

6. [Tocne Toro kax Thl BHIWJEIIB C CaiTa, T/I€ BBOJUII JIMUYHYIO HH(OpMAIHIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

7. Ileproauyuecku IpoOBEPSH KaKKE IUIATHBIE YCIIYTU aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. JlaBaii cBOit HOMEp MOOMIIBHOTO TesiehOHA TOJIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIh
U KOMY JIOBEpSCIIb;

9. Bluetooth momkeH ObITH BRIKIIOUEH, KOTIa Thl UM HE T0JIb3yelibes. He 3a0biBait
WHOT/Ia IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAaH-UTPBI - TO KPACOUYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS,
OOBEAUHSIONINE COTHU THICAY YEJIOBEK 110 BceMy Mupy. Urpoku uccieayrot
JAHHBIN UM MHp, OOIIAIOTCS IPYT C IPYTrOM, BBITIOJTHSIOT 3a/IaHUs], CPAKAIOTCS C
MOHCTPaMH U MOJYYAIOT ONBIT. 32 yAOBOJBCTBUE OHU IJIATAT: MOKYMAKOT JUCK,
OIIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKKUe-TO OIIIUU.

Bce 3Tu cpenctBa uayT Ha NOAJEPAKAHUE U PA3BUTUE UTPBI, & TAKKE HA CaMy
0€30IM1acCHOCTb: COBEPILIEHCTBYIOTCSI CUCTEMBI aBTOPU3AIIMH, BBIITYCKAIOTCSI HOBbIE
naTyu (Mu@poBbIe 3a1IaTKU ISl IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nogo0OHbIX Urpax CTOUT OMAcaThCA HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3ALMK OOJBITUHCTBA
urp.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKAYyHTA:

1. Ecu npyro#t urpok BeaeT cedsi MI0X0 WM CO3/AaeT Te0e HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Ioxainy¥iica aiMUHUCTPATOPAM UTPHI Ha TJI0XOE MOBEIECHHUE 3TOI0 UTPOKA,
YKEJATEIbHO MPUJIOKUTh KAKKE-TO JI0Ka3aTelIbCTBA B BUJIE CKPUHOB;



3. He yka3zbiBaii inunyto uHbopMalyo B ipodaisie urpsl;

4. YBaxali Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuiinaabHble MTaTYH U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jaxxe BO BpeMs UTPbI HE CTOUT OTKJII0YaTh aHTUBUpPYC. [loKka Tl urpaeuib, TBOM
KOMIIBIOTEP MOTYT 3apPa3HTh.

OUIIUHT WM KpaXa JIMYHBIX JaHHBIX

OOBIYHOM KpaXKell ICHET U JIOKYMEHTOB CEroJIHsI YK€ HUKOTO HE YAUBHUILIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTHI 37T0YMBIIIJIEHHUKU TEPEMECTUIIUCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMATHCS <JTFOOMMBIMY JICIIOM.

Tak mosiBIIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIIIMHT, TJIaBHAS
11€J1h KOTOPOTO COCTOUT B TIOJIYYCHUH KOH(PUACHITUATHHBIX TAHHBIX
M0JIb30BaTeNe — JIOTMHOB U naposield. Ha anrnuiickom si3bike phishing unraercs
kak ¢umuHr (0T fishing — peIOHas 0B, password — Maposb).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:

1. Cnienu 3a cBouM akkayHTOM. Eciu Thl o/103peBaetiib, YTO TBOSI aHKETa Obliia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTpATOPaM
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnionn3yit 6e30macHbie B€O-CaliThl, B TOM YUCIIE€, UHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnosnb3yii ciioKHbIE U pa3Hble Mapoiau. Takum oOpazoM, eciid Te0s B3IOMAIOT,
TO 3JI0YMBIIIJICHHUKY MOJTYy4YaT JOCTYH TOJbKO K OJTHOMY TBOEMY NMPODUIIIO B CETH,
a HEe KO BCEM;

4. Ecnu Te0s1 B3IOMaNIN, TO HEOOXOJMMO MPEIyNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBbIE 100aBJIeHbI y T€OsI B APY3bSIX, O TOM, YTO T€OsI B3JIOMAJIA U, BO3MOXKHO,
OT TBOETO UMEHH OYJIET PacChUIaThCs CIlaM U CChUIKHU Ha (DPUIIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TENE(OH;

6. OTKIIIOUM COXpaHEHHUE MapoJisi B Opaysepe;

7. He oTkpbIBaii (aityibl U ApyTrue BIOKEHUS B TUChMaX JaXKe €CJIM OHU MTPHUIILIN
OT TBOUWX Jipy3ei. Jlydie yTouHu y HUX, OTTIPABIISIIN JIM OHU TeOe 9TU (Haiisibl.
[Mudposas penyraims

[Mudposas penyraius - 3T0O HETaTUBHAS WM TTO3UTHUBHAS HHPOPMAIIHS B CETH O
tebe. Komnpomerupyromas nHGopMalus pa3MeIleHHas: B MTHTEPHETE MOXKET
CEpBhE3HBIM 00pPa30M OTPA3UThCS HAa TBOEH pealibHOM *Ku3HU. «lludposas
penyTarus - ’T0 TBOM UMUK, KOTOPBIA popmupyercs U3 nHpopmaluu o Tede B
HHTEpHETE.

TBOE MECTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.



MHorue noapoCTKU JErKOMBICIEHHO OTHOCSITCS K MyOJIMKAIIMU JIMYHOM
uHpopmaiuu B UHTEpHETE, HE MOHUMAsE BOBMOXKHBIX MOCIENCTBUM. Thl naxe He
CMOJKEIIb JOTaaThCcsl 0 TOM, 4TO (hoTorpadusi, pa3melieHHas 5 JeT Ha3ajl, cTajia
MPUYUHON OTKAa3a MPUHATH T€OS HA paldoTy.

KomMmmenTtapuu, pazmenienue TBoux ororpaduii u Apyrue 1eUCTBUsSI MOTYT HE
WCUYE3HYTh JIAKE MOCIIE TOTO, KaK Thl UX YAAIUIIb. Thl HE 3HACHIb, KTO COXPAHUII
3Ty uHGOpPMAIIUIO, TI0Taja JIM OHA B TOMCKOBBIE CHCTEMBI U COXpPaHHUIIACh JIU OHA, a
[JIABHOE: YTO MOIYMAIOT O Te0e OKPYXKAIOILEe JTH0I1, KOTOPhIE HAUIYT U YBHIAT
3T10. Haiftn nadopmaiinio MHOTO JIET CIIyCTSI CMOKET JIF000H - Kak U3 J00phIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MPUYUHHUTD Bpe. DTO MOXKET ObITh KTO
YTOIHO.

OCHOBHBIE COBETHI I10 3aIIUTe IIUGPOBOI permyTaluu:

1. Ilogymaii, mpexie 4em 4To-To IMyOJIMKOBATh U MEPEIaBaTh y ceOs B OJI0Te Uiu B
COLIMAJIBHOM CETH;

2. B HacTpolikax npoduiis yCTAHOBU OTpaHUUYEHUS Ha IPOCMOTP TBOETO MPOPHIIs
U €r0 COJIEPKUMOT0, CIENIAN €r0 TOJIBKO «IJIs IPY3€ily;

3. He pa3memaii u He yka3bIBail HHPOPMAIIMIO, KOTOPask MOXKET KOro-i110o
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE IIKOJbHUKN- AKTUBHBIE MOJIB30BATENN HU(DPOBOro NPOCTPAHCTBA.
OpHako 1aneKko He BCE 3HAIOT, YTO MOJb30BAHUE MHOTUMHU BO3MOYKHOCTSIMU
M(ppoBOro Mupa TpedyeT coOJII0ICHHS PAaB HA UHTEIUIEKTYaJIbHYIO
COOCTBEHHOCTb.

TepMUH «MHTEIUIEKTyalIbHasi COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHbIM
TBOPEHUSIM YEJIOBEUECKOI0 yMa, HAUMHAsI C HOBBIX U300PETEHUI U 3HAKOB,
0003HaYaroIKX COOCTBEHHOCTh HA IPOAYKTHI U YCIYTH , U 3aKaHYMBAasi KHUTAMH,
dboTorpadpusiMu, KHHOQUIEMaMH U MY3bIKAIBHBIMU MTPOU3BEICHUSIMH.
ABTOpCKHeE IpaBa - 3TO MpaBa Ha UHTEUIEKTyaJIbHYI0 COOCTBEHHOCTb Ha
IIPOU3BEICHUS HAYKH, JINTEPATYPbl U HCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAOT B
KauyecTBE rapaHTUU TOTO, YTO UHTEJUIEKTYa IbHbIA/TBOPUECKUN TPy aBTOPA HE
OyZAeT HalpacHbIM, JaCT €My CIpaBeIMBbie BOZMOXKHOCTH 3apadoTaTh Ha
pe3yJpTaTax CBOEro Tpy/ia, MOJYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukro 6e3
paspenieHus: aBTopa He MOKET BOCIIPOM3BOUTH €r0 MIPOU3BECHUE,
pacnpocTpaHsTh, IyOJIUYHO JEMOHCTPUPOBATH, IPOJABATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO UCHIOJIHATD, TOKA3bIBATH/UCIIOJIHATH B 3(pUpe uiu
pasMmerars B MIHTepHere.

Hcnonb3oBaHue «IIUPATCKOT0» MPOrpaMMHOTO 00ECIIEYEHUsI MOXKET MPUBECTU K
MHOTHM pUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHMPOBKH TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJIEHHBIN HE JIeTalbHAsA Mporpamma. He cTout takxke
3a0BIBaTh, YTO CYLIECTBYET JIETAIbHbBIE U OECIUIaTHBIE TPOrPaMMBbI, KOTOPbIE
MOKHO HAUTHU B CETH.

O noptaine

CeTteBrUYOK.p( - TBOM TJIaBHBIM COBETUYHK B CETU. 371€Ch Thl MOKEIIb Y3HATh O
0€30MacHOCTH B CETH MTOHATHBIM U JIOCTYITHBIM SI3bIKOM, & TP BOZHUKHOBEHUU
KPUTUYECKON CUTYallMH OOPATUTHCS 32 COBETOM. A TaK)Ke MIPUHAThH y4acTUE B
KOHKYpCaXxX U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



